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| am not a secretive person




| am not a privacy nut
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lots of opinions

About Me

1 am 2 research professor at IMDEA Networks Institete In Madrid

Prior to that | was director of data science o Burecat anl choef

scientist of the Data Transparency Lab which | co-founded In 2004 RECENY POOSTS

dunng my 10 year tenure as a rescarcher and senbor researcher of .
Telefonica Rescarch In Barcelona. Before Telefonica, I was a postdoc : ' foe
fellow at Harvard Undversity and Marie Carle posadoc fellow at '

Boston University. | got my PRD in computer sciemce from the N ;
Uniiversity of Athens In 2004. My interests inchuade .
privacy/transparency/data protection, economics of netweeks and . ’
Information, Intelligent transportation, distributed systems, .

protocols, and network measusesnents.
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in 2012 | gave up on all my previous research

to work exclusively on privacy



the web economy could collapse




due to Tragedy of the commons around privacy

_ Garrett Hardin, 1968
Internet company in

Web Economy ... crossing privacy red lines

The “commons”;: consumer trust on the web and it's business models



Big Idea #1-Obvious in retrospect

The importance of Transparency (Software)

“Sunlight is the
best disinfectant.”

LOUIS BRANDEIS

“Publicity is justly commendeod as a

remeody for soclal and industrial diseases.
Sunlight is said to be the best of disinfectants,
electric light the most efficient policeman

—4.S. Supreme Court Justice Louis D. Brandeis,
“What Publicity Can Do,” Harper's Weekly,
Decomber 20, 1913




A first of its kind Transparency Tool

Sheriff

Detecting Price

Discrimination
1. Select price 2 Check It Jakub Mikians
| ‘ UPC (now Amazon)
s 18900 |-
¢ more $105.40 M. x1

3. Examine differences

5 Safar, Spain $10900 |
Fircfox. Sgan $189.00
'n Liege 216599
Sao Paus 18% 00
y 5 Kostas lordanou
g, Tampere $189.00

Telefonica-UC3M

ry, Berlin $201.350
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digitalrev sTore earch Product Q| Hep LSgin [DBaset!
DSLR  Mirrordess  Lenses  LensAccessories  Medium Format  Compact  Memory  Accessories  Video Ughting  Bags & Cases  More.

o8 ot 3 9

P s Smimess s Canon EOS 7D Mark Il Body 'e1,229,o|
® Others » Cheaevnsg Kns Fuel Your Creative Passion In Stack (vp withie 24 hourt)

* Mamory > S0 7/ SOM0S0NC >
12cs * 202 MP APS € CMOS sernser

® Lomies > Sgrra > Wanded Nued ' 30 inch {1040k} Clear View il LCD monitor

! Al Prices Results Results Detalls 2 M1 25600, M2
! Variant ! Converted Value Original Text #
0 Canada, Ontario € 1409.60 C$ 2,049.00 s ‘ . ‘
D Czech Republic, Praha € 139552 US$ 1,558 80
France, Cham e-ardenne,
D roves . € 1249.84 € 1,249.84
D Irefang, Westmeath € 1249.84 € 1,249.84
D Portugal, Praga € 1249.84 € 1,249.84
D vou € 1229.01 €1,229.01
D Windows 7, Chrome, Spain € 1229.01 €1,229.01
D Mac 0S, Safari, Spain € 1229.01 €1,229.01
D Unux, Firefox, Spain € 1229.01 €1,229.01
D United States, Washingten € 1162.94 US$ 1,299.00
D Poland, Warsaw € 1430.41 US$ 1,5972.77
D Singapore, Singapcre € 1250.16 US$ 1,396.43
D Australia, Clayton € 1175.79* AUS$ 1,739.00
0 8razil € 1453.67 US$ 1,623.75

Results from local users

| Source ID | Converted Value Original Text
D Local User 0 € 1225.01 €1.229.01
D Local User 1 € 1229.01 C€1.229.01
D Local User 2 € 1229.01 €1,229.01
D Local User 3 € 1229.01 €1,229.01

D wocat User 4 € 1229.01 € 1.229,00
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Maximal ratio of price difference

Which products?

S
|
+

4
I

Minimal price of the product ($)



Which countries?
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Detection of personalized PD e

LE Sheriff Options

igg?!n!ﬂlggmgzmuuﬁgng
< 1 Collect some
Donate Cookies .
info
Donate History

For more information cick here
. Varlant . Converted Value Original Text
D You C1378.12 C€1,378.12
0 Windows 7, Chrome, Spain €1378.12 €1,378.12
D Mac OS5, Safari, Spain € 1378.12 € 1,378.12
D Unux, Firefox, Spain €1378.12 € 1,378,12
0 united States, Tennesses €1147.83 USs 1,259.00
D United States, Washington €1147.83 USs 1,299.00
D) Canads, British Columbia €1274.79 Cs 1,798.99
D Canada, Ontario €1274.79 C$ 1,798.99
D Canada, Ontario €1274.79 C$ 1,798.99
D Israed, Beer-Sheva €1411.83 USs 1,567.77
D Sweden, Scandinavia € 1469.22 USs 1,662.72
D Japan, Tokyo C 1208.22 USS 1,363.95
D Japan, Hircshima € 1205.22 USs 1,363.95
D Czech Republic, Praha €1377.40 USs$ 1,558.80
0 Xorea, Secul € 149218 USs 1,688.70
0 New Zesland, Dunedin € 1608.01* NZ$ 2,358.95
Results from local users
: Source 1D . Converted Value Original Text

Do P2P 2 > D Local User 0 €1378.12 €1,378.12
D Locat User 1 €1378.12 €1.378,12

checks



Solving the profile pollution problem

Browser add-on Measurement servers Proxy clients

3

[ )=

Database server

‘eer browsers signals

Coordinator server

Doppelganger

From Wikipedia, the free encyclopedis

For other uses see Dot

A doppelgiinger (/ dopel gener/ or /- gaener/; German: [ dopl gene] n), literally "double-ge

IVIiNg person, somebmes px as a ghostly or paranormal phenomenon and usually see
y

tradibons and stones equale a doppe 1 an evil twi n modern times. the term twu‘l Stl’ﬂﬂge[ S OCCasoOna



Enough with PD ... lets get to tracking & advertising

What we search — The sites we visit — Who we befriend — What we buy ... everything is
tracked



How can you tell if an ad is targeted?

A Tennis For Life
Sponsored « &

Limited Edition - Not found in stores
Order here => https://tinyurl.com/yyqg7ntv
Worldwide Shipping

YOUR AD
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This goes beyond curiocity ...

SENSITIVE DATA

Racial or
ethnic

A HEALTH AND L
s SEXUAL DATA Political
opinions
Genetic
data

- - Trade union
Biometric o
dat membership,
B Religious or
philosophical

beliefes

m Money €,
L A ] g b} geo ) lon

Real Estate Retiremen

THEVERGE TECK - REVIEWS .  SCIENCE . CREATORS .  ENTERTAINMENT .  VIDED  MORE Data brokers selling lists of rape victims, AIDS
patients

Google will pay $170 million for YouTube's
child privacy violations

It's the largest COPPA fine in history

f o ’ SHARE
19



Detection via content-based analysis



Main idea of our

- methodology
2/ .
PROFILE/BROWSER
o

<[>

]

WEBPAGES CON EXT‘ 2015\

T

NEUTRAL WEBPAGE




BAILP captures what percentage is due to OBA.

» TTK measures if OBA is happening

In sumMmarry,

Are some personas more targeted than others?

How frequent is OBA?
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Is OBA applied to sensitive topics?

1.0

« Same methodology — 21 sensitive personas
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Limitations of content-based analysis

Slow

Not scalable
Intrusive
Cannot detect

implicit targeting

detection

=

: \i‘:u.\ (.)/\‘k SURSCRINE SIGN IN

VULTURE Q

2016 ELECTION

Trump’s Campaign Targeted His
Supporters’ Favorite TV Shows: NCIS and

The Walking Dead

By Halle Kicfer

If you saw some very specific (and ostensibly,
very compelling) pro-Trump commercials
during your favorite programs this year, that's
because Jared Kushner knows exactly what
you like, both in terms of TV preferences and
political priorities. In a new Forbes interview,
the real-estate developer, husband of Ivanka
Trump, and head of the Trump campaign’s
data operation explains in detail how he
helped the president-elect utilize supporter
data to create a targeted advertising strategy.

For example, if you're a viewer who loves CBS

and AMC, but hates the Affordable Care Act and the alleged threat of

immigration, your viewing experience probably featured some Trump ads.

As Forbes reports:

24



Count-based detection &
crowdsourcing



Targeted ads follow you around

Detection via simple counting
No need for content analysis
No need to inject traffic
Real-time

No prob with indirect targeting




= eyeWnder Ads
~  Analyzer
Tools & Options

Browsing History Tools |

eyeWnder Options |

Detected Ads are annotated with the
following images. O @ Click when
You 300 008 10 get more Info about the Ad,

Nooe that oyaWnder AD detection & not

working when you are a0 using an Ad

0% s 100%
anrgsuna [ o]

For more information cick e - Ver. 0.1.3

Detects & annotates all
rendered ads

WIEER

. . Bang good
KALOAD Z40
Smart Watch 3 . i

WIRERE

4 . .
¢ Deberia comprar acciones ahora?

Si tiene una cartera de valores igual o superior a Descubla
350.000 €, y quiere saber mas sobre la direccion del
mercado de valores, lea nuestra guia "Perspectivas
de los mercados”.

mas aqui!

FISHER INVESTMENTS ESPany’




oyeAnder Ad Resuts - Ad 1D: 74366c1b-38a3-4540-0clc-dB400r5H 1954

Check your browsing history using the eyeWnder analyss 100l A=aye's Tox J

Selected Advertisament

User Feecback: | Do you think It was a targeted ad? B)

Users Demographecs Similarity
Seen by 3 users (0 = Not 50 Similar, 1 = Very Similar ) see ven
[ S ]

0 Qa1 o2 03 04 ns os or os

hitps//subscride wired. comy'subscribe/wired/ 103 1007source=WIR_Footer m

Pooph&Soo.!y>Mmslrnm

Angyce Advertsersert

Get irtermed ot ot




A simple algorithm

Algorithm 1 The count-based algorithm for ad & seen by user u

Require:
Counters:
#Users, > Number of other users that observe ad «
#Domains, o » Number of domains that user u observe ad «
Thresholds:
Usersy, > Users threshold based on all users
Domainsyy, o, > Domains threshold for a specific user u

-—

. if #Users, < Usersy, AND #Domains, o = Domainsy, ,
then

2: Targeted ad

3: else

4: Non-targeted ad




Works pretty fine

W3 Mean
D Mean+
2 80 - Median
Q
2
% 60 A Q
% 40
o i
2 2
20 .
9
2 e
0 1 L 1 ] 1 L 1 ] 1

1 2 3 4 5 6 7 8 9 10 11 12
Frequency cap

Figure 3: False Negatives % Vs. Frequency Cap using two dif-
ferent thresholds (Mean, Mean+Median) for both variables

(#Usersy, #Domainsy 3)



This ad has boen seen by 3 users.

Impressions per User Imoressions Dy Gendes
Impressions by Empioyment Status Irpressions dy ncome

0')

Similarities with
other users

Crowd-sourced
Users statistics

Soen by § users (0 = Not 5o Similar, 1 = Very Similar ) shee we
[ T

0 04 06 o7 oA 08 w0
mwm-m-om1 = Very Similar )

10

0 100
08

or

o6

0%

04

03

02

a1

: "

Scholarships & Financial aid

Finance >hOPping

tertainment
Food *'*Jo%s % ucationtravel

"'ﬁ'é'\';,sOnline Communities Sclemem.m

& Society ..
Internet & Telecom'

Computers & Electronics

Business & Industrial

Law & Government
Hobbies & Leisure

adwords
cloud

() France:2

() Spain:13
®

Per Country Ad

Crvnmty Impressions




Launch of Data Transparency Lab

SN  Teesonica DATA
"I mozilla LAB

A community of technologists, researchers, ¥
policymakers and industry representatives
working to advance online personal data
transparency through scientific research and
design.

"}

Kick-off Workshop : Nov’14, Bcn



Building a community

Data Transparency Lab Call For Proposals
April 2015

The Data Transparency Lab s a colaboratve effort botween universites, businosses
and Insttsions 90 support rosearch In tools, data, and for L)
Eght on the Lse of porscaal data by ONiNG SEVICHS, ANd 10 HMECWII USOrS 10 b In
control of Tk personal Cata coling. In 0200 10 SUPPOT LOSORICH In Theso areas, DTL
wil award rosoarch grams %0 acadomic nettutons workdwide. Such grants come in
the form of a lump sum of up to 50K ourD that is awarded 20 succossful applicarts for
putsuing DTL related research in any of the lollowing topics:

Toplcs

Tools, Platicrsa, AL ts, and Met! * fo:

- Bohavicrdd 1a1geang
-~ Contaxt / Locaton-based targeting
- Sodial graph-based wegeting

- lrrvoluntary (or implcry) customizason / targeting

- Techniques for finger-printing and tracking users
« Inappe racking and Targetng
- Information lsakage from applcations and pistforms

- Cooss-platiormidomain informaticnprotile LRNINg, AgEregaton, Lson




18 grants & lots of collaborations

Technical University
of Denmark

ms
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Carnegie
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. ,
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Berkeley
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8 Universidad
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Universitit zu Kéin i
102
109' 4
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COLLEGE

CAMBRIDGE
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Universitat
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DATA TRANSPARENCY LAB - EXAMPLE 1: FACEBOOK DATA
VALUATION TOOL

Permits users to estimate how much money Facebook is making on them

INFORMS INDIVIDUAL USERS

O‘,nr Yersion 0.84)

Session ads: 4
Value: 0.0008

Ms clicked: 1
Value: 0.199

Valee genarated
This session: 0.1908
Today: 0.1988
~Lant 7 days: 0.1988
Last 30 cays: 0.576)

TOTAL GEMEFATED VALUK:

0.865

A plugin for your browser that combines your
online activity with Facebook’s Public APIs to
estimate your advertising value

DEMO VIDEQ: https://voutu.be/QPfc-gXGdijl

REVEALS SOME MORE GENERAL
TRENDS

EL PAIS 0! n Q
TECNOLOGIA

Un espaiiol vale la mitad que un
americano en Facebook

Una investigacién realizada por dos hermanos espafioles mide c6mo
la red social pone precio a los anuncios de los perfiles

Demonstrates how factors like country, status,
studies, etc. impact on a user’s advertising
value

LIVE DEMO
https://acrumin.cartodb.com/viz/75d6d052-064
8-11e6-8923-0e3ff518bd15/public_ map



https://youtu.be/QPfc-gXGdjI
https://acrumin.cartodb.com/viz/75d6d052-0648-11e6-8923-0e3ff518bd15/public_map
https://acrumin.cartodb.com/viz/75d6d052-0648-11e6-8923-0e3ff518bd15/public_map

DATA TRANSPARENCY LAB - EXAMPLE 2: PRIVACY
CENSUS

Privacy Census

A CENSUS THAT IDENTIFIES
WEBSITES THAT TRACK
USERS

Sites with canvas fingerprinting scripts

In a crawl conducted during January 2016, these websites were found to run scripts on their homepages
that used the Canvas API to fingerprint users.

Show 7 [ entries Search:
Showizg § 035 of 15,080 entries
# Previows Neat ¥
Alea |
Rank Site URL Vingerprinting Domain
i tp://tavhao.com aliedn.com
Metp://tmall com aliedn.com
Betp:/ /dropbax.com dropbaxstatic.com
us Batpe//bbe.com deubleverify com
“ bt/ fenes.com thednen
159 atpe/ /detail trvall com aliedn.com
0 Mtpe/favito.r avitost
29 Mip://weshirgtoapost.com deublevenify com

Peivaty Auditor

93 You are being tracked. 33

drophox. cod has been spotted during the 1ast

month using the following fingerprinting
technigues:

| Canvas Fingerprinting

Check my browser history vs, fingerprinting

Share your results

o f

| Wt 1§ fingerprinting?

0 About this tool

TO SHED LIGHT ABOUT
HOW TRACKING IS USED
AND BY WHOM

Computing

MIT
Technology
Review

T

Audio fingerprinting being used to track web users,
study finds

6 by Natasha Lomas (@riptari

Largest Study of Online Tracking
Proves Google Really Is Watching
Us All

Google's Web trackers are present on the majority of the Web's
topmillion sites.

by Tom Simonite  May 18,2016

Data transparency must combine cutting-edge research
with community involvement

Arvind Narayanan, Assistant Professor of computer science at Princeton
26 May 2016

Steve Englehardt and | recently made available our draft paper Online tracking: A 1-million-site




B ig I d ea #2 - NOT obvious even in retrospect

" Most problems of the A
web are due to its
broken economics model |

N Y,




You and online services

You Online Service
* Free data

* For free service

— payment “in kind”
— no cash

search



BAD for privacy!

(tracking is cheap) (no payments to users) (collect ... everything)

I

You Online Service

Moore's Law - The number of
transistors and resistors on a chip
doubles every 24 months

5 o . N

LD/7 ALLYOU %
| CANEAT |

BUFFET

search N w0
. ' O

AZQUOTES

)/ ALLYOU %
| CANEAT |

BUFFET

'
"
.
.. o
...........




BAD for sustainability!

alamy stock photo ‘



A Human-Centric Data Economy

e explicit monetary
compensation for data
based on their value

for online services
— e-commerce

— media streaming

— location services




Impect on Labour

Societal Arpects

Tons of great questions to ask

rpact on Markets

Evhics

Payal! modelhing
(21088 usery)

Value-chain modelling
(across stakeholders)

Transpawency Attestation Privacy

Architecture, Interfaces & mplementation

Technologies Aspects

How to spit the payol!
corresponding 10 & single
transaction among the users that
provided data for this transaction

£

8

)

-

$

: |

Ié '

f 4]
§ i
3 oo
§

How 10 spin total value between the diMerent stake holder
types: Users, Onlee Services, 37 Party Data Providers

3" Pacties

sarerrans

oy rvana furn
eotel Sor ol 5 party dete)

' A
' !
Competing
Oniine Services ¥ Partls

ot
dala
ACes



HCDE vs. Data Marketplaces 1/4

Hundreds of DMs  wu. e s
-- Aggregate o e o
-- Personal Data . ...... W e
Data pricing S W |-
-- Ad hoc e Sy
-- Auction-based .. . 1= =

Source: https://about.datarade.ai



Price por baww, 39105
- .

HCDE vs. Data Marketplaces 2/4

New commodities go through periods of very high volatility
-- Unitil people learn to trade

-- Oil 19th century, cryptocurrency now

History of crude oil prices




HCDE vs. Data Marketplaces 3/4

e Data is not really a commodity
e Two different liters of oil are almost identical
e But what about

-- Browsing behavior famous investor vs. average
person?

-- Mobility data from a taxi driver vs. a weekend driver?

-- Shopping cart of a teenager vs. middle-ager?

"A

IS THE NEW OiL.




HCDE vs. Data Marketplaces 4/4

Without Clear Context

Digital goods / Information

-- Don’t decay :> -- Hard to price
-- Costto copy =0 -- Hard to auction
-- Data provenance = hard

@ )

X euros

-- Infinite days
-- Infinite Km
-- Infinite drivers

* Consumption 0 It per 100Km
* Service every infinite years




arXiv:1909.01137v1 [cs.SI] 27 Aug 2019

Mirves Parasciey
IMDEA Networks
Logaads — Madnd
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Feature Article: Data Economy

‘Why Online Services
-Should Pay You for Your

Data? The Arguments for

.a Human-Centric Data

© raw data into huge monetary benefits. This is a

Economy
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Almost done




people don’t care about privacy

(some say)



some other things people didn’t care about






flight security




kids playing with melted glass




kids playing with melted iron




kids playing with power tools

still available at ebay



kerosene train

haven’t located one yet






Won’t be long before we look back and
shake our head
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Thank youl!
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