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▪ A simple yet systematic traffic profiling allows a 
deeper understanding of the nature of attacks

▪ Such output will lead to a deeper threat signature 
analysis, detecting correlations and co-
occurrences among threats

▪ Deriving an association rule among threats allows
a first labelling of the traffic dataset, to be further
generalized with GANs
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Motivation and background

▪ Nowadays network traffic scenario is
experiencing a continuous growth in both
volume and complexity

▪ New threats and anomalies are generated 
everyday,  and the design of efficient
cybersecurity systems is a problematic task

▪ Automatic detection of                                    
zero-day attacks is
almost impossible given
the lack of training data 

▪ The current state of  being
calls for a big-data approach to extract
relevant features and behaviours
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Addressed problem

No ground truth 
available for newly
created threats and 

unknown attacks

▪ Machine learning algorithms are able to 
correctly classify well known attacks for which
labeled datasets are available 

▪ Existing solutions are knowledge-based
systems adopting signature-based or novelty
detection2

▪ Heuristics for recognizing network anomalies
and threats are implemented3
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The adoption of Generative Adversarial Network1

models can help in the generalization of a sample 
labeled dataset to an artificially richer one.

▪ Basic features extracted from darknet4,5 packet 
captures

▪ Attack signatures 
provided by Bro6

and Snort7

▪ IP geolocation
database from                                                        
Maxmind GeoIP28
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Protocol distribution in darknet traffic (3 weeks):

Nature of darknet TCP traffic:

Top-3 countries per origin flow:

TCP UDP ICMP Others
94,3% 5,23% 0,34% 0,13%

SYN (Scan) Backscattering Misconfigurations
92,38% 1,61% 0,34%

Russia Seychelles Netherlands
48,54% 12,88% 9,58%


